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Editor

Dr Tina Tan

Dr Tan is a psychiatrist with the Better Life 
Psychological Medicine Clinic, and a visiting consultant 
at the Institute of Mental Health. She is also an 
alumnus of Duke-NUS Medical School. Between work 
and family life, she squeezes time out for her favourite 
pastimes – reading a good (fiction) book and writing.

As a visiting consultant at a public hospital, I recently 
found that my password was due for its quarterly change. 
I changed it as instructed (not that I had a choice since 
I couldn’t log onto any system), but because I visit said 
hospital infrequently, I promptly forgot my password and 
had to call my friendly neighbourhood IT support team. 
“Why didn’t I write it down?”, one might ask – because I 
was taught never to leave my passwords around. It didn’t 
help that passwords have many more requirements 
nowadays: minimum lengths, special characters, numbers  
and more.

I get why things are this way. This month’s issue 
discusses healthcare cybersecurity, and our contributors 
have written on the importance of protecting our 
electronic systems and patient records, and the 
disastrous consequences when things go awry. The fact is 
that hackers will keep trying to hold our systems hostage 
and cripple us. Ultimately, our patients pay the price.

But what of the flip side? Articles by Dr David Yung 
and Dr Chia Ghim Song exemplify the struggle between 
protecting our systems and the hindrances caused. 
Perhaps this entire debate is best summed up by 
Dr Chia, zeroing in on the fundamentals of medical 
ethics and our responsibility to patients: “As in most 
things, trade-offs are needed between the need for 
healthcare professionals to maximise the good they 
do for patients and the primacy of security concerns of 
the IT professionals.”

I leave this with you, dear reader, while I try to 
remember my new password.

“Data is a precious thing and will last longer than the 
systems themselves.”

Tim Berners-Lee, the inventor of the World Wide Web, 
presciently declared that data – and by extension, the 
control, transfer and manipulation of it – would become 
the biggest issue of our time.

Big data promises a bold future in healthcare. 
Seamless information sharing between care providers, 
unprecedented research insights and, most compellingly, 
opportunities to train artificial intelligence (AI) to 
augment existing patient care. 

Statistics demonstrate that the need is dire. As recently 
as 2013, the survival-to-discharge rate of cardiac 
collapse patients was higher in Las Vegas casinos than 
that of cardiac collapse patients in inpatient settings. 
Unwitnessed inpatient falls remain a multibillion-dollar 
worldwide problem despite improved nursing protocols.  
The issues that AI promises to resolve are legion and the  
future is now. Tan Tock Seng Hospital and Mount 
Elizabeth Novena Hospital now employ state-of-the-art 
fall prevention systems, and Integrated Health 
Information Systems has employed AI in bed management 
programmes and the diagnosis of eye diseases. 

Yet, data is only useful if it’s shared. Inevitably, the 
collection of healthcare data puts patient privacy at an 
unprecedented risk. Cybersecurity must improve, but 
recent events have shown us how vulnerable we are. 
Ironically, human foibles remain the most intractable and 
inevitable security flaw of any computer system. 

Perhaps then, we also need to be more judicious in 
our collection of data. In our air-conditioned nation of 
ubiquitous closed-circuit television cameras, how should 
we calibrate our data collection? Hard questions lie ahead 
for both the programmer and policymaker alike. In the 
asking, may we learn to navigate our way through this 
golden age of big data. 

Dr Alex Wong
Guest Editor

Dr Wong is a private practitioner who talks too much. 
This occasionally leads him to write strange things, 
eat strange foods, travel to strange places and attend 
strange weddings/funerals that he doesn’t necessarily 
always want to be at. He thinks this is fun and what life 
should be about.
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Text by Chua Kim Chuan

phones and cryptocurrency, or other 
offers or emails with a sense of urgency 
pressing you for immediate action.

Prepare for the worst
Despite our best efforts to protect 
ourselves, there are still many things 
in cyberspace that are beyond our 
control, and the unforeseen can happen. 
It is prudent to take measures now to 
prepare for the unfortunate event that 
your data becomes corrupted or your 
digital identity is stolen, so that the 
consequences will not be catastrophic. 

The most practical way to do this is 
to regularly perform backups of your 
personal data. Ask yourself what emails, 
legal documents, photos and videos in 
your personal devices are important to 
you, and would need to be protected. 
Make that list, backup those files in 
a removable storage device and keep 
them away in a safe location. Make it 
a habit, and do it regularly. With some 
luck, you will never need to use it, but it 
is there for your peace of mind. For those 
who may find the backup process to be 
a chore, consider subscribing to online 
backup solutions offered by major service 
providers that will automatically backup 
these data for a small monthly fee. 

Summary
Modern digital technologies are part of 
our daily routine and modern lifestyle. 
Digital services, with the pervasive use of 
smartphones have offered us much ease 
and convenience. However, technology 
is also a double-edged sword and we 
need to stay vigilant and be on constant 
guard against cybercriminals. It does 
not really require much to be cyber-safe, 
and following some basic principles can 
go very far in protecting our personal 
devices and data.

I have been a cybersecurity practitioner 
for over 30 years, long before it was called 
cybersecurity. As a Chief Information 
Security Officer of a Singapore healthcare 
cluster, some of the questions I get asked 
regularly include “What keeps you 
awake at night?” and “What can I 
do to protect my computer from 
viruses?” These questions underscore 
the vital importance of cybersecurity in 
our daily lives.

Clearly, cybersecurity challenges have 
become much more threatening over 
the last decade.

It has been four years since 
cybercriminals accessed SingHealth 
patient data in one of the worst 
cyberattacks in Singapore. Cyberattacks 
in healthcare surged globally last year, 
with an all-time high of data breaches 
in 2021 exposing 45.67 million patient 
records in the United States alone. 
In Singapore, two private healthcare 
providers reported customer data theft 
incidents in the same year.

We should not feel discouraged as 
there are many things we can do to 
protect ourselves. I have compiled some 
cybersecurity practices that can help 
us all stay cyber-safe, or at least cyber-
safer. These measures are evergreen, 
relevant, critically important and by no 
means exhaustive.

Keep your IT “house” in order
As a consumer of digital services, we 
have no control over the actions of 
“bad actors” – ie, the cybercriminals. But 
what we can do is to keep our “house 
in order”. By that, I mean keeping the 
software on our personal computers, 
smartphones, network routers and 
webcams up-to-date. Many vendors 
that take cybersecurity seriously provide 
automatic updates for their software and 

it would be a good idea to enable such 
services, where available.

Keeping our house in order also means 
removing obsolete applications and 
utility software that you no longer need or 
use and, most importantly, ensuring that 
antivirus software and virus signatures 
are updated. Make sure you purchase 
products from trustworthy vendors 
and install applications from trusted 
application stores to avoid unwanted 
“backdoors” into your “house”. Remember 
to change the default password on all 
IT devices, including routers and your 
Internet Protocol television cameras to 
prevent unwanted voyeurs.

Protect your digital identity
We interact with most of cyberspace 
through our “digital identity”, like 
our Apple ID, Google or Microsoft 
accounts. If we are not careful, these 
identities can be hijacked and taken 
over by cybercriminals. We all know the 
importance of using strong passwords, 
and it is important to not stop there; 
you should proceed to activate Two-
Factor Authentication (2FA) services 
for your online accounts. Most of the 
popular Internet cloud services support 
multiple 2FA services including SMS 
One-Time Passwords (OTP), and this 
should be a default practice whenever 
we sign up for an Internet service.

Keep your cyber guard up
Cyberspace is an inherently unsafe 
place, and it is best to be cautious and 
suspicious when online. Remember that 
while we protect our digital identities, 
cyber fraudsters are highly proficient 
at impersonating friends, colleagues or 
technical support personnel. Some will 
make up false identities for the purpose 
of committing fraud. 

So be on your guard when online, and 
if you receive an unusual or odd request 
through social media application from 
a “friend”, it would be prudent to take 
a pause, and not respond immediately. 
Try to contact the person using SMS 
or telephone to verify if the request is 
genuine. Be careful and refrain from 
clicking on suspicious links from emails 
which came out of the blue, “too good to 
be true” offers such as super cheap mobile 

Kim Chuan is the Group Chief 
Information Security Officer at 
SingHealth and has had a front 
row seat in the evolution of 
cybersecurity over the past  
30 years. He has held senior  
IT security leadership role in 
the Ministry of Health Holdings 
and Integrated Health 
Information Systems Pte Ltd. 



Text by MAJ (Dr) Lim Jia Chen
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Prior to 2018, the Ministry of Defence 
(MINDEF) and the Singapore Armed 
Forces (SAF) had already implemented 
a multi-tier system of cybersecurity 
measures to protect our medical 
systems and data. The SAF takes a 
“zero-trust” approach on cybersecurity, 
with the Defence Cyber Organisation 
(DCO) set up in 2017 to lead and drive 
cybersecurity efforts across the defence 
sector.1 In particular, we recognise the 
reputational risk of data loss and service 
disruption to the SAF.

Safeguarding practices
At an application and connectivity 
level, our SAF Electronic Medical 
Records (EMR) resides within hardened 
SAF networks.2 Even though it is 
connected to the National Electronic 
Health Records and other healthcare 
infrastructure and interfaces in real 
time, the SAF EMR terminals are 
internet-separated as an added layer 
of security.3 At a database level, 
our data is encrypted at rest and 
subjected to cybersecurity protection 
measures stipulated by DCO. Beyond 
organisational internal audits and 
checks, the MINDEF Bug Bounty 
Programmes invited white-hat hackers 
to test the SAF’s major internet-facing 
systems, including our personnel’s 
medical health information portal, 
eHealth, for vulnerabilities and bugs.4 
This is to strengthen our defences 
against the increasing number and 
sophistication of cyberattacks. 

The SAF is cognisant that the last 
mile of our cybersecurity defence 
is maintained by our people, who 
must be the strongest link.5,6 Prior 
to accessing our EMR system, our 
personnel are put through dedicated 
training programmes on cybersecurity 
and data protection. MINDEF and SAF 
also emphasises educating users on 
protecting themselves against malicious 
cyber activities, as well as adhering to 
proper security protocols. 

Responses following the 
data breach
The 2018 Healthcare Data Breach was 
unprecedented; it took the nation by 

surprise and left us with many lessons. 
These existing systems have served us 
well, as we were able to comply with 
the measures recommended by the 
Public Sector Data Security Review 
Committee (PSDSRC) in 2019,7 following 
its review of the data security policies 
and data governance practices across 
the public sector in the aftermath of the 
healthcare data breach. 

Evolving threats
Cybersecurity threats continue to 
increase in volume and complexity. 
The recent OCBC phishing scams8 and 
the Solarwinds hack9 have shown that 
malicious actors are constantly devising 
new methods to exploit vulnerabilities in 
our cybersecurity defences, regardless of 
industry. The SAF and its defence partners 
cannot assume that our current posture 
will be sufficient in the years ahead. 

The COVID-19 pandemic demonstrated  
the need for a faster pace of healthcare 
innovation, workflow integration and 
interoperability between connected 
ecosystems to benefit the patient.10 
Healthcare organisations worldwide 
typically lag behind other industries in 
their ability to handle cyberattacks.11,12 
The increase in connectivity between 
organisations and the number of 
connected devices to the cloud mean 
that cybersecurity and medical data 
protection measures will need to adapt 
and keep pace to protect the healthcare 
community from cyberattacks. These 
attacks not only pose risks to the 
healthcare business, but also translate 
to other risks such as patient care 
becoming compromised due to 
healthcare operations being disrupted. 

It is not a matter of if, but when and 
how extensive.
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Linus is Group Chief 
Information Officer of IHH 
Healthcare, one of the world’s 
largest healthcare networks, 
and oversees the Group’s IT 
strategy across ten countries. 
He joined IHH five years ago, 
bringing with him over 20 years’ 
experience in IT across several 
industries and healthcare 
operations, including serving 
as Group Chief Operating 
Officer of Singapore’s National 
Healthcare Group.

adopted digital technologies early on, 
Turkey being another. We have come 
together even more in the past two years 
to build greater synergies across the 
entire organisation through deployment 
of our core IT platform Cerebral Plus 
across our markets. We are also pushing 
to engage digitally with our patients and 
the larger population more, to empower 
them in their health (and not just 
healthcare) journey. 

This would generate copious amounts 
of data which we intend to harness to 
improve our care (through our adoption 
of the Value Driven Outcomes model 
as a program worldwide); reduce costs 
(through improved procurement and 
equipment use advised by data); and 
enhance productivity and access (using 
computerised symptom checkers to 
help with triage or applying AI to filter 
diagnostic image reads, freeing specialists 
to focus on complex cases). We would 
have to do all these with security and 
privacy frameworks built-in from the 
onset, so that we will always be able to 
retain the trust our patients have vested 
in us as we continue to pursue our 
vision to be “The World’s Most Trusted 
Healthcare Services Network”. 

Many IT practitioners in Singapore, and 
indeed across the world, remember 
the SingHealth data breach in 2018, 
where the personal information of 1.5 
million patients and the prescription 
information of 160,000 were stolen by 
unknown attackers. Some believe that 
the attack was state-sponsored, given the 
complexity and the duration of it.

As painful as that attack was, 
especially to the team at Integrated 
Health Information Systems (IHiS) who 
were tasked to operate and protect 
SingHealth’s IT systems, I must register 
gratitude to them and others in the 
Ministry of Health (MOH) who openly 
shared valuable cyber intelligence 
information and inputs that helped IHH 
ensure that we were not also victims. Even 
more significant was how our partner 
doctors accepted the inconvenience 
when we quickly imposed controls 
such as internet separation at all IHH 
facilities in Singapore, while we checked 
to ensure that there were no copycat 
attack or collateral damage that IHH was 
unknowingly suffering.

Threats to cybersecurity
The threat landscape has evolved and the 
dangers continue to lurk and increase. 
The spike in cyberattacks just prior to and 
during the “special military operation” 
Russia initiated against Ukraine was a 
stark reminder that the world is not going 
to get safer, cyber-wise. To counter that, 
cyber awareness and readiness across 
the entire sector have been heightened. 
Investments to ensure data protection 
have and continue to increase. Laws are 
being introduced or revised to further 
enforce data protection.

Yet, there’s no turning back from 
technological innovation. The COVID-19 
pandemic accelerated the adoption 
of various forms of telemedicine across 
the world. The insatiable demand for 
healthcare will only increase with ageing 
populations, mandating the need to 
find new ways to apply technology 
in maximising the productivity of 
the limited healthcare resources 
worldwide. This demand will draw in 
more investments to support further 
innovation. In turn, such wider adoption 
attracts cybercriminals or even mere 
cyber pranksters to the healthcare sector, 
and their actions heighten the risk of 
major disruptions and potential patient 
harm in a cyberattack. 

How then do we support plans for 
the Healthier SG project – where each 
individual is registered to a family GP, who 
is in turn part of a network of specialists, 
nurses and allied health professionals 
from the three public sector clusters paid 
to look after the Singapore population? 
Such a capitated model works only when 
there is a seamless data flow across all the 
care settings, including when citizens are 
reminded about their health screenings 
or follow-up appointments; where 
AI models are used to identify at-risk 
individuals and pre-emptively engage 
them to avoid an expensive hospital 
admission; and where a mechanism is in 
place to move data and funding between 
clusters, should the individual seek care 
“off cluster” (or “off network”, as the US 
calls it), or when he or she decides to 
move from one cluster to the other.

Building in security
The only way to support this “care model 
innovation” is to ensure that security 
is part of the entire design from the 
onset. It must meet all the required best 
practices, standards and regulations (eg, 
Virtual Private Networks, encryption, 
two-factor authentication, biometrics, 
ISO/IEC 27001, HIPAA, PDPA, Computer 
Misuse Acts)a, b, c – yet it must still be “easy 
to use” for all – including the 90-year-old 
who can no longer see the text on the 
smartphone screen even if he or she is 
fortunate enough to be literate. The folks 
in MOH working on the entire funding 
concept, the administrators and clinicians 
in the clusters (and private sector 
personnel who would join the project 
teams), the technology teams (IHiS 
and the many system integration and 
consulting firms who would invariably be 
involved) and the security experts from 
the Cyber Security Agency of Singapore 
must all work together and focus on the 
outcome of good population care. 

It will require them to step out of 
their comfort zones (particularly the 
security experts and auditors in the 
midst), but they must remember the 
goal. “The operation was successful but 
the patient died”. To all, it must be the 
final outcome that matters.

While IHH Singapore, and indeed 
the rest of IHH, is focused on digital 
advancement as one of our key growth 
pillars, we remain steadfast in our 
aspiration to “Care. For Good.” Singapore 
is one country in the group that has 

Text by Linus Tham

Notes
a. ISO/IEC 27001 is an international information 
security standard, jointly published by the 
International Organisation for Standardisation 
(ISO) and the International Electrotechnical 
Commission (IEC).

b. The Health Insurance Portability and 
Accountability Act (HIPAA) is a US federal statute 
that, creates a standard of healthcare information 
between healthcare providers and ensures the 
privacy of confidential information.

c. The Personal Data Protection Act (PDPA) is a 
Singaporean act that details the law on data 
protection, especially that of personal data.
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In March 2022, Health Minister Ong 
Ye Kung announced the Healthier SG 
initiative, which aims to promote 
healthy living by encouraging every 
Singaporean to have one regular 
family physician.1 Public consultations 
are being held, as well as meetings 
with various professional bodies 
and organisations.2 

 At the Ministry of Health (MOH) 
Work Plan Seminar held on 3 June 
2022,3 Minister Ong Ye Kung shared 
the broad guiding visions for national 
healthcare in the coming years: 

• Healthcare, not sickness care

• Healthcare in community, 
not hospitals

• Refreshing activities, not painful 
procedures

• Forging memories, not 
fighting illnesses

I summarise below some of the key 
points discussed.

1. Live well, leave well – improving 
palliative and end-of-life care

(a) 77% of the respondents preferred 
to be cared for at home, but only 
26% of Singaporeans passed on 
at home

(b) Raise awareness of end-of- 
life planning

(c) Smoothen discharge procedures 
and scale up palliation support 
at home

(d) Provide better support 
for caregivers

2. Everyone encouraged to take 
ownership of one’s own health

(a) Good to download and use these 
two apps: HealthHub SG and 
Healthy 365

(b) Incentivise healthy practices

(c) Improve the Healthy 365 app’s 
compatibility with commercial 
health apps

3. Healthier SG – one Singaporean, 
one family doctor

(a) Fair remuneration for doctors

(b) Use of health plans for patients 
to follow

4. Strengthen the network of local 
community-based support

(a) Community partners such as 
People’s Association, Sport 
Singapore, etc

(b) Eldercare centres to almost double 
by 2024

(c) Agency for Integrated Care and 
Silver Generation Ambassadors 

5. Ageing well, ageing in place

Ground implementation
It is great that there is a national 
alignment of all healthcare resources 
towards keeping healthy and 
preventing illness. Having this global 
vision helps each organisation to 
better direct resources to support it. 
It is truly humbling to see how doctors 
are just a small part of an entire 
complex ecosystem, and we need to 
acknowledge this to more effectively 
help patients make real changes.

We see the patients but for a short 
time in the consultation. We see them in 
their identity as a patient, but to them, 
their whole lives are centred around so 
many more roles – their families, their 
work, their self-identity. Simply saying 
to a patient, “you need to exercise, you 
need to lose weight” is not enough. 
Place yourself in their shoes. What 
other conflicting factors are there that 
prevent them from doing so? We will 
have to rethink and take part in the 
revamp of the “traditional”, top-down 
approach of doctor-led healthcare 
protocols. Would a home visit help? 
What about neighbourhood-based 
activities? Should the workplace also 
set aside a protected time for wellness, 
both physical and mental?

Thinking back to my years working 
in a restructured hospital as a junior 

Text by Dr Tan Yia Swam

Wellness Strategy
Singapore’s National

09JUN 2022  SMA News

PR
ES

ID
EN

T'
S 

FO
RU

M



For all my peers and younger 
colleagues, I hope you find good 
mentors to guide you,7 so that you 
never lose the passion for medicine, 
and do not burn out too fast, too 
young. For some of us who might 
be burnt out, dejected and cynical, 
I wish for you a good period of rest, 
rejuvenation and revival. 

Take care of yourself, so that you can 
go on to take care of others. 

Dr Tan is a mother to three kids, wife to 
a surgeon; a daughter and a daughter-
in-law. She trained as a general surgeon, 
and entered private practice in mid-2019, 
focusing on breast surgery. She treasures 
her friends and wishes to have more time 
for her diverse interests: cooking, eating, 
music, drawing, writing, photography 
and comedy. 
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doctor, I just needed to focus on 
the patient in front of me, clear my 
examinations and complete my training. 
Volunteering with the SMA Council 
has taught me a lot about how doctors 
influence the healthcare sector.4 Now, 
with the different perspectives I have 
gained from all my various positions, 
it can be rather overwhelming when I 
see how small a role doctors actually 
play.5 Sure, doctors are perhaps the most 
visible aspect of healthcare, but we are 
like medium-sized fish, in an entire ocean 
of marine creatures – and we are all at 
the mercy of the current! 

Sometimes, it feels like nothing can 
change and yet, I believe that each 
and every one of us can be an agent 
for positive change. By having good 
leadership, setting good examples for 
the people around us, and showing 
how to make a difference, many small 
ripples can build up to a wave. Let us 
each do our own small part, in our clinics, 
with our staff, and with our patients.

Professional advocacy
For practitioners, do keep an eye out 
for any discussion groups on how these 
health policy changes will be carried out, 
and actively share your views. Concerns 
over reimbursements, corporate insurers, 
accessibility for patients, transfer of 
care, and cybersecurity6 are common, 
and there are some solutions being 
discussed. In numbers, we have strength, 
and the SMA is the voice of doctors. 
But the SMA Council does not know 
everything, and we need to hear from 
you. Speak up, send in your thoughts to 
sma@sma.org.sg.

In recent years, there have been many 
engagements by Ministry of Health with 
professional bodies and the ground 
over issues of legislation, revamps of the 
Medical Registration Act and Singapore 
Medical Council Ethical Code and Ethical 
Guidelines, integrated shield plans, 
doctors in training, and more. I am glad 
that these efforts are recognised by 
some, and yet, I still hear complaints 
about “SMA doing nothing”. Best of all, 
some of these doctors did not realise 
that I am a SMA Council member when 
they aired their complaints to me. 

There is also another interesting 
phenomenon, that when I am 
introduced to some doctors, they 
are very excited and they proceed 
to tell me what I should be doing, as 
SMA President. For context, these are 
colleagues who do not know me as a 
person and have no knowledge of my 
abilities, but are keen to tell me how 
I should be doing things. There is a 
difference between giving constructive 
feedback, sharing a personal opinion, 
and mansplaining;6 rest assured, for I 
can tell the difference.

What do these imply? Is the SMA still 
not active enough? Or could it be that 
these doctors are not taking the time 
and interest to learn about what the 
SMA has done?

Like many professional women I 
know, I am a constant worrier. I worry 
about my large family, my patients, the 
business aspects, the family finances, 
my weight, my health! Yet, I also know 
that, “worrying is of no use”. Acceptance, 
and moving ahead is the only way 
forward. Now that my kids are older 
and attending primary school, I try 
to take time off for them during the 
June and December school holidays. I 
better appreciate how precious time is 
because one can really have a sudden 
catastrophic illness which derails one’s 
life’s plans, and life may never be the 
same again. 

This month, I shall introspect, reflect 
and re-prioritise. Only fellow volunteers 
in professional bodies understand how 
much time we put into our advocacy 
work, and the many small sacrifices we 
make to do what we can for the larger 
good, with no expectations for personal 
gain, but only to try to do our small part 
to improve the system. 

What matters to you? How will you 
spend your time meaningfully? To 
always contribute good to society and 
the people around you? Or to be self-
centred, and ask for people to change 
for you, to do things for you? How do 
I balance public service ethos against 
self-care? There is no right answer – 
only you can decide what the right 
balance is for you. 
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Report by Dr Ng Chew Lip

We have nominated SMA 2nd Vice President, Dr Chan Teng 
Mui Tammy, to be SMA’s representative in the Healthier SG 
Implementation Workgroup.

The workgroup’s terms of reference include 
the following:

1. Drafting care protocols and pathways related to 
preventive care and chronic disease care (for diabetes, 
high blood pressure, LDL cholesterol [DHL]).

2. Reviewing and giving feedback on the following aspects 
of the Healthier SG implementation approach to enable 
a successful roll-out:

(a) Proposed enrolment approach of persons to  
primary care providers and the requirements  
imposed on participating persons;

(b) Proposed partnership approach between primary  
care providers and clusters, such as the approach  
to data submission, IT enhancements, and the  
scope and roles of clusters, primary care providers  
and Primary Care Networks;

(c) Supportive engagement and onboarding of  
primary care providers to support Healthier SG;

(d) Any other relevant areas.

We look forward to contributing to the workgroup.

SMA representation in Healthier SG 
Implementation Workgroup

The fourth SMA National Medical Students’ Convention 
(NMSC), organised by the TriMedSoc Alliance, returned 
after a two-year hiatus. The theme for this year was 
“Through the eyes of medical students: Challenges we face 
and hopes we share”.

The NMSC provides a wonderful platform for building 
collegiality among the three medical schools, and SMA is 
pleased to support the event. 

Meaningful discussions with medical educators 
and junior doctors offer medical students a different 
perspective on the current education system. The sharing 
also exposed students to the varied experiences of junior 
doctors who have stepped into the workplace. 

SMA looks forward to working together with the 
TriMedSoc Alliance to engage medical students on issues 
pertinent to them in both their schools and their future 
workplaces. We will also continue to advocate for the 
medical profession and the healthcare landscape.

For the full report on the event, please refer to page 30. 

SMA National Medical Students’ 
Convention 2022

Following the release of the findings of SMA’s survey on 
Integrated Shield Plan (IP) providers, 8world News and 
Lianhe Zaobao reported on the survey. 

Their reports can be found at https://bit.ly/3x8rM41 and 
https://bit.ly/3Na3nk9, respectively.

The full survey report can be found in the April 2022 
issue of SMA News at https://bit.ly/5404-Survey.

Media coverage of SMA IP Providers’ 
Ranking Survey 

We have engaged Wolters Kluwer Medknow to publish the 
Singapore Medical Journal (SMJ) with effect from July 2022. 
Wolters Kluwer Medknow is a leading global publishing services 
provider of scholarly peer-reviewed open access journals. 

With support from a publishing house with its dedicated 
resources, we anticipate improvements in its turnaround time, 
impact, and ability to attract and disseminate high-quality 
research. The journal will have a new cover design, layout 
and website with enhanced features.

SMJ engages publisher

Dr Ng is an ENT consultant in public service. 
After a day of doctoring and cajoling the 
kids at home to finish their food, his idea of 
relaxation is watching a drama serial with his 
lovely wife and occasionally throwing some 
paint on a canvas.
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Traditional healthcare systems have 
come under increasing pressure from 
factors such as rising healthcare costs, 
rising demand with supply unable to 
keep up, a rapid rise in chronic diseases, 
and ageing populations. Shifts in 
reimbursement models are also adding 
pressure to the system, with payors across 
the globe moving towards value-based 
reimbursement models for healthcare, 
where claims are linked to patient 
outcomes, and providers are incentivised 
to adopt a risk-sharing model and reduce 
costs. Given that out-of-pocket (OOP) 
payor contribution has been decreasing 
(there has been a 3% to 6% reduction 
in OOP contribution observed for most 
Southeast Asian countries in the last five 
years), we foresee increasing pressure from 
payors for providers to manage costs.

Public systems are already moving 
towards value-based financing and away 
from reimbursements based on services 
provided. Singapore’s Ministry of Health 
(MOH) has started to explore and adopt 
a capitation model (providing a fixed 
amount of money per person enrolled in 
a health plan per unit of time, whether or 
not the enrolled person seeks care) and 
“bundled payments”, where funding is 
based on a patient’s entire care for a given 
time period, even if it is across multiple 
healthcare settings or attendances. This 
is also enabled through a framework 
of having a single clinical team oversee 
the overall care and rehabilitation plan, 
pushing providers to collaborate and offer 
seamless care. Sharing of clinical data 
securely in these cases will be important 
across multiple healthcare settings to 
ensure smooth transition of care.

Rising patient consumerism has also 
contributed to a gradual shift in the 
model of care away from the traditional 

hospitals to more patient-centric ones 
where care is provided in the most 
appropriate and convenient setting, 
either in the community or at home. 
This requires increased deployment 
and utilisation of monitoring and 
communication technologies across 
care settings, which in turn needs to 
be integrated and interconnected to 
ensure continuity of care. The COVID-19 
pandemic has seen an accelerated 
adoption of such digital technologies  
by patients, providers and regulators.

Where material interventions such as 
bypass surgery and knee replacement are 
required, we foresee an amalgamation 
of online and offline touchpoints to form 
a “hybrid model” of care delivery. In the 
hybrid care model, in-patient elements 
across the care pathway (eg, medication, 
treatment, pathology, diagnostics and 
imaging) will be integrated with virtual 
elements (eg, remote consultations, 
post-treatment care and condition 
monitoring), forming a cohesive care 
experience enabled by technology. 

From the current landscape of stand-
alone digital health service providers, 
the future is expected to evolve to an 
ecosystem-based model of care enabled 
by integrated platforms, allowing data to 
be shared among stakeholders. Hybrid 
models of online and offline solutions 
will come into prominence – wellness 
solutions and virtual care will be prime 
areas of focus. Building the hybrid model 
of healthcare will require an overhaul 
of existing workflows and systems. For 
example, appointment booking systems 
will need to be digitalised and data 
will have to be interoperable between 
primary care providers and specialists. 
Staff will need to be retrained and job 
scopes reviewed. Back-end systems 

will also need to be able to handle 
large amounts of data. Consequently, 
advanced encryption protocols and 
proper data management in data lakes 
or data warehouses will be important to 
prevent breaches.

Cybersecurity concerns 
This increasing digitalisation and 
networking of various dimensions of 
healthcare systems entails risks related 
to technical failures impacting patient 
care, but more importantly, it entails risks 
in cybersecurity. Given the vast amount 
of clinical data that needs to be accessed 
by providers, payors and patients, we can 
expect certain cybersecurity concerns. 
These include ransomware attacks, 
cryptojacking, data breaches and leaks, 
malware, phishing, misinformation and 
even threats to the supply chain. 

According to the World Economic 
Forum, COVID-19 has shown that 
the world is at great risk of disruption 
by pandemics, cyberattacks and 
environmental tipping points.1 
Consequently, we should prepare for 
a COVID-19-like global cyber pandemic 
that will spread faster and further than 
a biological virus, with an equal or 
greater economic impact. 

Security experts warn that the 
health sector is seen as a particularly 
lucrative target by cybercriminals, with 
health records being worth up to ten 
times the value of other data such as 
banking details. There are ample recent 
examples of healthcare systems being 
interrupted or even shut down due to 
cyberattacks. The National Health Service 
(NHS) in the UK has been subjected to 
repeated attacks, the most damaging 
being in 2017 when it was brought to 

Text by Dr Num Tanthuwanit and Dr Joshua Koo

CYBERSECURITY
on the Future of Healthcare
IMPLICATIONS
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a standstill for several days due to the 
WannaCry ransomware outbreak. This 
affected hospitals and GP surgeries 
across England and Scotland.2 Although 
the NHS was not specifically targeted, 
the global cyberattack highlighted 
security vulnerabilities which resulted 
in the cancellation of thousands of 
appointments and operations, together 
with the frantic relocation of emergency 
patients from stricken emergency 
centres. Staff were also forced to revert 
to pen and paper and use their own 
mobile phones after the attack affected 
key systems, including telephones.

The US Department of Health and 
Human Services also tracks cyberattacks 
and breaches at healthcare providers. 
Their records show that in 2021, 
there were 618 unique breaches and 
attacks, affecting at least 500 people.3 
Cybersecurity experts say healthcare 
providers must devote more resources 
to preventing cybersecurity attacks, as 
having to deal with attacks can be far 
more expensive. Scripps Health said a 
cyberattack last year cost the system 
US$112 million in lost revenue, with the 
cost of a typical healthcare breach in the 
US averaging US$9.4 million in 2021.

And in Singapore, we all still 
remember the damaging attacks 
on SingHealth’s IT system which 
compromised the personal details of 
over 1.5 million patients.

What organisations can do
In line with these challenges, Singapore 
has already established standards for data 
sharing. All public clinics and hospitals 
will be required to contribute to the 
National Electronic Health Record (NEHR). 
This is currently voluntary for private 
healthcare providers, but is soon to be 
become mandatory.4

In terms of cybersecurity, MOH 
advises that a complete, accurate and 
maintained inventory of the IT assets 
in the organisation will facilitate the 
implementation of optimal security 
controls.5 The inventory should include 
a minimum of these data: Asset ID, 
Hostname, IP Address, Operating 
System, Assigned to (User) and Location. 
Furthermore, there are technical, process-
oriented and social elements that can 
help counter cybersecurity threats.

Technical elements

Separate user accounts must be 
assigned to each user in an organisation. 
Multi-factor authentication should 
also be used, requiring users to submit 
at least two factors before gaining 
access. Security patches should be 
updated regularly as they add new 
security features and fix vulnerabilities. 
Protection is required against malware, 
which could steal sensitive patient data. 

Cyber Perimeter Defence can secure 
any network connected to the Internet 
from hackers attempting to intrude 
into the network to steal or modify 
information. Audit logs should be kept 
as records to track the network’s access 
history. This will be useful in the event of a 
cyberattack to help figure out the nature 
of the breach. 

Process-oriented factors

Third-party software and hardware can 
expose the systems to threats, such 
as breaches or leaks of clinical data. 
Hence, careful vendor management and 
selection is important. Incident reporting 
of phishing, malware and other data 
breaches is also encouraged. 

Social aspects

Finally, and most importantly, the 
organisation should create an intentional 
cybersecurity culture. IBM conducted 
a study into the cyber breaches that 
occurred among thousands of their 
customers in over 130 countries. One 
of the key findings was that human 
error was a major contributing cause in 
95% of all breaches.6 A healthy security 
culture prioritises training employees 
on information security, how to report 
incidents, when to ask for help, and 
whom to contact to work together 
toward incident resolution. This includes 
being familiar with password security 
issues, using trusted connections/sites 
and keeping informed on the latest 
developments in cybersecurity.

Conclusion
Over the past two years, healthcare 
organisations have had to adapt to 
many disruptions and changes in the 
way they treat patients. The rapid speed 
of change came with heavy costs and 
meant that many organisations neither 
prioritised nor involved cybersecurity in 

their decision-making process. As a result, 
new vulnerabilities arose that continue to 
threaten them today.

It is time for a new take on protecting 
the organisation: ensuring day-to-day 
resilience as well as a proactive, pragmatic 
and strategic approach that considers 
risk and security from the onset as 
new programs are implemented. Most 
importantly, elevating cybersecurity 
culture so that every staff member is 
aware and receives adequate training is 
the best defence that we can provide for 
our patients and organisation. 

Dr Koo is a Manager at 
EY-Parthenon. He is part of 
the Strategy and Transactions 
team and was previously a GP 
in Singapore. He has also been 
involved in various healthcare 
roles, such as Medical Scientific 
Liaison in Rare Diseases, as well as 
in Inflammation and Immunology. 
He holds an MBA from Columbia 
University and graduated with an 
MBBS from NUS.

Dr Num is a Partner at 
EY-Parthenon. He was formerly 
CEO of Bumrungrad Hospital, 
Thailand, and OMNI Hospitals, 
Indonesia. He obtained his MBBS 
from the University of Melbourne, 
is a Fellow of the Australasian 
Faculty of Rehabilitation 
Medicine, the Royal Australasian 
College of Physicians, and has 
a Masters in Management from 
Stanford Business School.
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Digital threats facing clinics have risen 
exponentially since the outbreak of 
COVID-19. Globally, hacker groups have 
been observed targeting healthcare 
and medical services providers during 
the pandemic to either steal patient 
information or to threaten clinics with 
public leaks in order to coerce them into 
acceding to the hackers’ ransom demands. 

According to the Cyber Security 
Agency of Singapore’s (CSA) Singapore  
Cyber Landscape Report in 2020, 
the healthcare sector is one of the 
top three targets of ransomware in 
Singapore, with a 154% collective 
increase from pre-pandemic days in 
2019. In today’s context, doctors must 
be aware of specific digital risks they 
may face in daily clinic operations 
and steps that they can take to 
mitigate them.

Digital loopholes among clinics
Since 2017, CyberSafe has observed that 
many of these clinics face similar digital 
loopholes that majorly contribute to 
their overall cyber risks. These include:

1. Having outdated operating systems on 
their computers (eg, Windows Vista).

2. Using unlicensed/outdated Office 
Applications (eg, Microsoft Word  
2010 to 2013).

3. Overall poor cyber hygiene practices 
(eg, using the clinic fax number as the 
Wi-Fi password).

4. Doctors and nurses not enabling 
Two-Factor Authentication (2FA) 
on the Clinic Management Systems 
(CMS) (eg, no 2FA enabled for 
doctors/nurses to access Plato CMS).

Many of these commonly seen 
loopholes can dramatically increase 
the risk of hacking and data breaches 
to clinics. One common issue is in the 
Microsoft Office 2010 to 2013 suite, which 
possesses a security flaw that will enable 
certain malicious files to be executed 
when clicked on. These files will usually 
be sent via spam or spoofed emails that 
are specially crafted into tricking the 
recipient to open attached documents 
that have malicious code embedded in 
them. The outdated Office application 
will then be used as a vessel to execute 
the malicious code contained in these 
attached documents to do things like 
spread viruses to the system or even 
execute ransomware. 

Another critical loophole is having 
weak or similar passwords, such as adding 
a few digits after the clinics’ name or 
using contact information that can be 
found online. Using such passwords for 
accounts like clinic emails and CMS would 
be akin to simply handing over sensitive 
clinic and patient data to potential 
hackers. A notable example of this would 
be the SingHealth breach in 2018. The 
Personal Data Protection Commission’s 
(PDPC) report on the breach indicated 
that the hackers gained initial access by 

Dr Chow is a doctor-turned-
entrepreneur and banker. 
He looks after all things 
financial for doctors and 
healthcare professionals so 
that they can focus on what 
they do best.

Dave is the founder and 
Chief Executive Officer 
of Cybersafe Pte Ltd, and 
partner of FinCybersafe, the 
only healthcare-focused 
cybersecurity solutions 
provider in Singapore.

Cyber Risks
Facing Clinics
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infecting a user’s workstation which had 
likely originated via a phishing email. 
Subsequently, after more malicious tools 
were installed into the workstations, 
administrator accounts were breached 
due to having an easily deducible 
password – P@ssw0rd. 

When a clinic is breached by hackers, 
daily operations will become difficult as 
most do not plan for such situations. In 
Singapore, breaches and loss of medical 
related information is reportable to 
the PDPC within three calendar days 
of confirmation. Investigations by the 
PDPC will hinder the daily running of the 
clinic and its digital systems (eg, laptops, 
desktops, CMS) as investigators will attempt 
to ascertain the cause and damage of the 
breach. The Ministry of Health has released 
a set of guidelines via the Healthcare 
Cybersecurity Essentials to complement 
data protection obligations set out by the 
Personal Data Protection Act. Doctors must 
take an increased emphasis in meeting 
these obligations to protect patient- and 
employee-related information.

Simple cyber hygiene practices
With the rise in the use of digital systems 
post-pandemic, doctors should be aware 
of the above four most commonly found 
security loopholes that severely increase 
the risks of being hacked or, even worse, 
having patient information stolen. These 
security loopholes can be easily identified 
and remediated, improving the overall 
cyber defence posture of your clinics. 

Remediation includes:

1. Changing all passwords of accounts 
used in the clinic to passphrases (eg, 
Wh0sTh3r3!?) that utilise:

• Uppercase and lowercase letters

• Numbers and symbols

• Minimally eight characters long

2. Using a password manager to 
help generate and store complex 
passwords (eg, Nordpass, Lastpass).

3. Checking to see if your Microsoft 
Office Applications are outdated  
and required upgrading  
(https://bit.ly/3yhN5kv).

4. Learning how to enable 2FA on 
your CMS. 

• Contact CMS Vendors to ask for 
documented steps. Most cloud 
CMS have 2FA features available.

• Explore the settings page of 
your CMS and look for a security 
tab that will contain steps to 
enable 2FA to either a mobile 
phone or a third-party app like 
Google Authenticator. 

5. Reading PDPC’s guide on Managing 
Personal Data (https://bit.ly/3biMp57).

With technology changing every 
day, it can be difficult to navigate 
the many angles of risk they include. 
However, some risks can be easily 
managed by following these simple 
cyber hygiene steps. These steps would 
provide an added layer of confidence 
to your patients; knowing that your 
clinics have taken steps to ensure the 
safety of their information. 

Figure courtesy of cybersecurityventures.com
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Every medical student has been 
taught that the four basic principles of 
medical ethics are non-maleficence, 
beneficence, patient autonomy 
and social justice. Indeed, these 
four principles are enshrined in the 
Singapore Medical Council Ethical Code 
and Ethical Guidelines itself. These four 
principles are also commonly described 
as the Beauchamp and Childress’ 
Principles of Biomedical Ethics, named 
after the two ethicists who first came up 
with these principles.

The difficulty of applying these four 
principles in real-life medical practice 
is that no one principle holds absolute 
sway over the other three in most 
circumstances. There are almost always 
trade-offs between all four principles, 
with one or two principles being pre-
eminent. Which principles hold pre-
eminence would depend on how the 
facts turn in each situation.

A good example of this is the use 
of telemedicine and IT in acute stroke 
management. As a neurointerventional 
radiologist, one of the most clinically 
rewarding, but at the same time 
stressful and demanding, area of our 
work would be in the realm of acute 
ischemic stroke interventions.

Together with an excellent multi- 
disciplinary team of stroke neurologists,  
emergency physicians, anaesthesiologists,  
nurses, radiographers and paramedics, 

we strive to assess, image, identify and 
transfer stroke patients with a large 
vessel occlusion (LVO) to the angiosuite 
for endovascular thrombectomy (EVT) to 
remove the clot as quickly as possible. 

AI-enabled stroke solutions that 
automatically detect the presence of an 
LVO and alert all members of the stroke 
team within minutes of a stroke patient 
being scanned have been adopted by 
many leading institutions in the world. 
As most stroke patients present after 
hours, these elegant solutions (which 
reside in a phone app) automatically  
notify and allow all parties to simulta-
neously access the anonymised images 
at the touch of a button while off-site. 
Rapid decisions can be made and care 
of the patient can be immediately 
coordinated, resulting in significantly 
shortened time to treatment. However, 
implementation of these stroke AI 
mobility solutions is fraught with 
challenges in our current cybersecurity 
landscape and with internet separation.

Time is brain
Life as a neurointerventional radiologist 
used to be more peaceful. This was 
until 2015, when a series of randomised 
controlled trials demonstrated significant 
benefit of performing EVT in selected 
patients presenting with LVO acute 
ischemic stroke. The treatment was highly 
efficacious with a number needed to 

treat of three; ie, one in three stroke 
patients benefited from such treatment. 
As they say, the rest (of our social life 
after circa 2015) was history.

But for EVT to be as efficacious as 
it could be, time is of the essence. The 
faster we take the clot out, the shorter 
the ischemic time, and the better 
our patient’s outcome. “Time is brain” 
became our new mantra. Cost-benefit 
studies have shown that every minute 
saved correlates to approximately 1,000 
USD of net monetary benefit to the 
patient and the healthcare system.1 
Hence, significant effort was invested 
into streamlining the workflow/decision-
making process and enhancing the 
coordination between specialists to 
minimise the delay to treatment.

AI-enabled solutions
Industry has been quick to ride the 
AI revolution and create software 
solutions that automatically analyses the 
anonymised CT/CT angiogram images, 
detecting an actionable LVO and alerting 
all parties through a mobile app. This 
removes the need for step-wise phone 
calls between multiple parties, repeating 
of the patient’s history and logging in 
to review images at each step to make a 
decision. With these apps, all parties are 
simultaneously notified and can review 
images on the fly. The decision of whether 

Text by Dr Chia Ghim Song
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to proceed with EVT can be made within 
minutes of a patient being scanned.

I have had the fortune of having access 
to this capability during my one-year 
Health Manpower Development Plan 
training at the Gold Coast University 
hospital. With the app, I can even make 
transfer decisions for patients who are 
scanned in other peripheral non-EVT-
capable hospitals within minutes of 
scanning, thus cutting out the multiple 
steps often required for the doctors in 
another hospital to eventually get in 
touch with me. Studies have shown that 
these apps have the potential to shorten 
the overall time to EVT treatment by at 
least 30 minutes, which translates to 
better clinical outcomes.2

Back in Singapore… 
However, I was quite dismayed to 
know upon my return to IT-savvy and 
AI-empowered Singapore, that the only 
“kosher” way for me to view a stroke 
patient’s imaging after hours and make 
the decision of whether to proceed 
with EVT is through the hospital-issued 
laptop. This is often a stressful affair 
because “time is brain” and it takes time 
to manoeuvre across the multiple layers 
of network access control: device posture 
check, log in, one-time password, 
app-specific log in and the occasional 
updates of virus definitions, which may 
take a good five to ten minutes. This is 
compounded by the fact that the stroke 
neurologist may sometimes have to 
struggle with these same steps before 
determining that it is an eligible EVT case 
and consulting me for my opinion. There 
are also occasions when I’m out running 
errands and the laptop is not readily 
available. Workarounds such as sending 
video clips of patient’s scans through 
the secure hospital messaging app from 
doctor to doctor are also quite suboptimal.

Cybersecurity
In the wake of the SingHealth cyber 
attack in 2018, many policies and 
procedures were put in place to 
strengthen our IT defences and 
prevent such further attacks. These 
initiatives were probably put in place 
with the best of intentions from an IT 
professional’s point of view on how 
to safeguard the patient’s privacy and 
confidentiality rights with a very robust, 
almost impregnable security system.

One of the key strategies employed 
was to have internet separation, even 
though it adds a significant layer of 
inconveniences to our already hectic 
daily work. However, some of these 
measures also create significant 
challenges in integrating commercially 
available healthcare cloud-based/
mobile/AI solutions such as the mobile 
stroke solution I highlighted above.

Perhaps we should re-examine 
the whole suite of our cybersecurity 
measures holistically from the perspective  
of the four fundamental principles 
of medical ethics. A patient’s rights 
to privacy and confidentiality are 
encapsulated under “Patient Autonomy” 
– the right of the patient to determine 
what he or she wants to let the caregiver 
to know (“privacy”) while confidentiality 
describes a situation whereby information  
disclosed is kept secret or “confidential” 
until the discloser (ie, the owner of this 
information) decides that more people 
can know about this information. Until 
then, the recipient of this information 
cannot divulge the information to 
anyone else. “Security” are measures that 
ensure the privacy and confidentiality 
rights of the patient or discloser are 
not compromised. 

There are many other aspects to 
patient autonomy, including the right to 
accept and refuse treatment (informed 
consent, advance medical directive, etc). 
But the responsibilities of doctors and 
other healthcare professionals such as 
nurses do not end with patient autonomy,  
much less privacy, confidentiality and 
security. As a doctor, I must first do no 
harm (non-maleficence) and must do 
good (beneficence). This is what the 
patient came to the hospital or clinic 
for: that hopefully, I can do as much 
good as I can for the patient through my 
treatments and, at the same time, do as 
little harm as possible (there is always a 
harm, or at least the risk of harm element 
even in treatments – side effect of drugs, 
adverse events, complications, etc).

In the example I have described 
above for EVT, I find it extremely 
frustrating that I am unable to maximise 
my beneficence because of the primacy 
of security concerns. Security measures 
are put in place to ensure that privacy 
and confidentiality, subsets of patient 

autonomy, are maintained. I hope that 
healthcare professionals, IT professionals 
and policymakers can sit together and 
discuss the best way forward. As in most 
things, trade-offs are needed between 
the need for healthcare professionals to 
maximise the good they do for patients 
and the primacy of security concerns of 
the IT professionals.

Creating solutions takes significant 
time and resources. I am confident 
that agencies such as Integrated 
Health Information Systems and our 
government agencies are working 
extremely hard on designing the 
architecture and framework to integrate 
such software through the government 
commercial or hospital cloud. These 
solutions take time. While our patients 
entrust us to protect their privacy, they 
also entrust us to employ every available 
tool and resource to provide the best 
care possible at the most critical time of 
their life.

Hospitals in the world have been 
trialling and adopting the above mobile 
solution even five years ago. We are 
behind the curve. What does it take 
to make this a reality? How can we 
shorten or streamline the adoption of 
these useful commercially available 
healthcare software? 

Dr Chia is a proud member of the 
inaugural class of 2011 from the Duke-
NUS Medical School. He used to be an 
electrical engineer but is now more 
adapt and passionate about plumbing 
(fixing problems with vessels) and 
making a positive impact on patients.
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It is half-past six on a Monday morning, 
and a sleepy-eyed Jessica* pulls herself 
out of her GrabCar and makes her way 
up the elevator to the ward. Planting 
herself in front of a computer in the 
resident’s room, she logs in and yawns 
while waiting for Windows to load her 
temporary profile, a five-to-ten-minute 
endeavour that feels longer than the 
Friday afternoon spine clinic. This 
new automatic logging-off of unused 
computers is a policy implemented nine 
months ago for cybersecurity purposes.

Digital disaster
In fact, the last five years have seen the 
IT landscape undergoing drastic changes. 
In 2018, an unfortunate and horrendous 
event occurred.1 A user-related lapse in 
security resulted in the theft of 1.5 million 
patients’ personal data, including a VVIP’s. 
This apocalyptic catastrophe set off a 
chain reaction that has resulted in a 
knee-jerk response to create an air-
gapped system2 in which hospitals have 
their Internet access completely cut off. 

Since then, life has not gone back to 
normal. Many new IT policy changes, 
particularly cybersecurity policies, have 
resulted in junior doctors having to 
adapt to the largely inconvenient new 
IT practices and at the same time, juggle 
their clinical and administrative duties.

Email protocols and 
privacy concerns
Jessica rests her head in her hand as 
she scrolls through Instagram, looking 

through UpdateMePRN’s latest memes3 
and the social lives of her non-medical 
friends, frequently glancing up to see 
if Windows has finally readied itself for 
use so she may begin reviewing her 
30-patient-long list. She used to spend 
the time checking her work email on her 
phone, but another new policy has seen 
the removal of remote access to Hmail, 
Integrated Health Information System’s 
corporate email platform for the public 
healthcare sector. Now, she spends more 
time at work answering her emails, a new 
daily inconvenience. 

This happened at the start of the 
year. The preceding months had seen 
a campaign to get healthcare staff to 
adopt management’s new cybersecurity 
solution, MobileIron’s Email+, a corporate 
mail app designed for data protection. 
This rather invasive app partitions a 
section of the hard drive on one’s phone 
for mail storage, enables multi-factor 
authentication, and disables use of copy 
and paste.

However, what is not common 
knowledge is that Email+ is a mobile 
device management app4 that grants 
the administrator the ability to remotely 
dictate the security settings of one’s 
phone, lock the phone, stop you from 
using certain apps, and even wipe 
it. Most junior staff have reluctantly 
accepted this app on their personal 
phones, unwilling to be disconnected 
from email over the weekend in order 
not to miss out on important information 
like rostering. Others, like Jessica, have 

chosen not to opt into the app to 
maintain her privacy, as she has already 
given most of her life to her job. 

She is not alone. Ironically, data 
from a MobileIron survey showed 
that more than 70% of people were 
uncomfortable with IT and employers 
seeing their personal emails, contacts, or 
other personal information.5 And while, 
cybersecurity companies like MobileIron 
promise to uphold end-user privacy by 
separating personal data from work, 
this is all dependent on company policy, 
which is subject to constant change. 

Furthermore, this creates a backdoor 
for future possible invasions of privacy. 
Bitglass, a rival company offering an  
agentless alternative, has done a study  
demonstrating that Mobile Data 
Management (MDM) apps are able to 
access personal email inboxes and even 
Amazon product searches on both iOS 
and Android operating systems.6

Ultimately, this is an issue of trust, 
even as the cybersecurity paradigm 
moves towards the concept of 
“Zero Trust”7 in their apps, requiring 
perpetual authentication. However 
such systems also require trust on the 
employees’ part that companies will 
protect their privacy. Unfortunately, 
recent times have made many juniors 
burnt out and feel that the establishment 
does not have their back.8 

Intranet troubles
It does not help that the policy changes 
tend to be designed around the 

Text by Dr David Yung
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experiences of office staff or seniors, 
who are given corporate laptops with 
remote access to the intranet. This allows 
them to check their emails from home. In 
comparison, the vast majority of junior 
doctors do not have corporate laptops 
or devices, save for certain residents in 
certain institutes. 

This has resulted in many insensitive 
practices, such as when the human 
resources software changed from Unit 
4’s Prosoft to SAP SuccessFactors earlier 
this year. This came with an email that 
contained a hyperlink to activate one’s 
SuccessFactors account. The catch? It 
required Internet access, and therefore 
could not be accessed from any hospital 
computers. Without remote access to 
Hmail, many forwarded the email to 
their personal emails in order to activate 
their accounts. 

This has also happened in many other 
areas, such as with Medical Officer Posting 
Exercise applications, e-learning lessons, 
IT surveys, and New Innovations courses. 
Other areas of life have been affected as 
well. In order to upload presentations for 
various Continuing Medical Education 
activities, Jessica and many others must 
now use their personal emails to send 
the PowerPoint slides to their work emails, 
a feat that is not helped by the tiny file 
attachment size of 11mb, considering the 
large number of clinical pictures that one 
often requires. This defeats the purpose of 
air-gapping the system. Access to eDoc, 
an internal large file transfer system, 
or encrypted USB drives seem to be 
institution dependent and normally not 
granted to medical officers. All in all, Jessica 
has found herself staying back longer to 
complete her administrative tasks.

On top of this, Jessica often finds 
herself having to delete phishing 
emails sent to her by the IT arm of The 
Company, her own employer. These 
emails started at the height of the 
pandemic and have since increased 
in frequency. They are glaringly fake 
advertisements for discount packages 
on staycations or travels – a rather 
insensitive topic considering that burnt-
out public-sector healthcare workers 
were prohibited from travelling for two 
years. Furthermore, the consequences 
of accidentally clicking these links are 
rather severe – mandatory e-learning 
modules requiring an hour to complete, 

threats of disciplinary action, and for 
“repeat offenders”, a permanent mark 
in one’s file. It has always seemed rather 
strange to Jessica that she only receives 
phishing emails from her employer. Just 
another one of life’s mysteries.

Sometimes, while waiting for the IT 
department to answer her call to unlock 
her Hmail – having again forgotten the 
16-character password with the ever-
changing requirements that she has to 
change very three months – Jessica often 
wonders, what might be the cause of 
her technological woes? Technology was 
supposed to make life easier and more 
convenient, yet sometimes pen and paper 
notes seem like greener pastures. 

Other approaches
Having spoken to her friend, a 
cybersecurity architect in the military 
defence industry, she was quite surprised 
to find out that there are more data-
sensitive industries, like her friend’s, with 
far less restrictive cybersecurity policies 
than the Ministry of Health. Furthermore, 
there are less invasive alternatives, such 
as secure mail apps that have their 
own encryption at rest, minimising the 
danger to data if a device is lost, and also 
run a cloud-like service, where data is 
only downloaded for the duration of use. 

Moreover, what was most shocking 
was that a great deal of her woes were 
policy led rather than security issues 
that required resolution. According to 
an article written by IT security expert, 
Christopher Demicoli,4 companies need 
not adopt the intrusive MDM policy; 
instead providing a company phone or 
laptop with the company’s apps might 
be a solution that would make everybody 
happy. This is something that Jessica’s 
friends in other industries seem to have.

It was amazing to her that despite 
being essentially contracted for five 
years as she slowly pays back her 
$870,000 bond,9 she still felt like she was 
treated as temporary contract staff, only 
given an allowance of $30 for a mobile 
phone plan and having to use her own 
personal devices for work. She often 
found herself staring at the computer 
screen while waiting for rounds, wishing 
for her very own company phone. 
Perhaps, one day in the future.

Ah well, the computer finally loaded, 
and Jessica got cracking on, stumbling 

through the confusing new electronic 
medical record that she was introduced 
to since changing posting. The list was 
long, and there are many over-detailed 
notes to be copy-and-pasted for rounds, 
as well as vitals and overnight events to 
review. She could hear the Ah Ma wailing 
deliriously in the background. The long 
week ahead was in full swing. At least, 
her seniors were nice and patient. 

*Jessica is a fictitious junior doctor working 
in a restructured hospital.
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Text by Shey-Lynn Liew, Timothy Wee, Sammi Lim, Toong Ping Jing and Gabriel Kwok
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And with the
Promise of Spring:

in 2022
SMSUK

SMSUK has also served as a key 
intermediary with the Singapore High 
Commission, Singapore Global Network 
and Singapore Medical Association, 
among others, ensuring our members 
received timely updates and support. 
Amid these unprecedented challenges, 
we have been grateful for the support 
offered by the Ministry of Health 
Holdings, SingHealth, National 
University Health System (NUHS) 
and National Healthcare Group – our 
longstanding partners back home – 
through virtual open houses and web-
based teaching sessions.

Through the long, global winter 
of coronavirus, our community has 
remained united and tenacious, rallying 
to support each other while continuing 
to forge new memories and friendships. 
Though initially conceived as a stopgap 
measure, our new online activities 
inadvertently proved more convenient 
for many students. Therefore, we have 
chosen to keep some events online 
even as we began transitioning out of 
lockdowns and circuit breakers. 

We expanded existing initiatives such 
as the Alumni Mentorship Programme, 
established a new partnership with 
NUHS and launched the Grassroots 
Events programme, empowering 
members to plan events of their own 
design. Meanwhile, the ever-popular 
Dinsical and Wider UK trip saw record 
numbers turning out in London 
and Glasgow for our first in-person 
gatherings in nearly two years. Finally, 
we capped off the academic year 

Spring always seems to arrive in spurts 
and flutters here in the UK. Lilac blossoms 
emerge as early as January alongside the 
pleached hornbeams even as the oaks 
and beeches remain leafless far into April. 
Spring is marked by both change and 
continuity, of kaleidoscopic hues against 
the curious backdrop of bare trees, 
heralding a time of rejuvenation after 
the long, cold winter. For the Singapore 
Medical Society of the United Kingdom 
(SMSUK), spring likewise marks a time for 
renewal and transition, the 27th Executive 
Committee capping off the academic  
year with our two signature events 
before handing the reins over to the 
28th Committee.

Medical and dental school in a 
time of Corona: emerging from 
the long winter 
The last two years have seen virtually 
all areas of life upended by the global 
COVID-19 pandemic, with sweeping 

lockdowns and social restrictions 
implemented across the world. For 
international medical and dental 
students based in the UK, this has 
meant profound disruptions to medical 
education, living arrangements and the 
myriad challenges of each country’s 
pandemic rules.

As an independent, cross-border 
organisation led by students for 
students, SMSUK has continued 
supporting our members and 
advocating their interests. Since 1994, 
the society has organised a variety 
of academic and social activities in 
collaboration with our alumni, education 
partners and sponsors, helping 
generations of Singaporeans navigate 
the vast transnational healthcare 
landscape. In response to COVID-19, 
we shifted most of our events online, 
allowing members to tune in from their 
places of lodgings or isolation, whether 
back home or in the UK. 
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partnerships and the exciting Grassroots 
Events programme, there truly is 
something for every member at SMSUK. 

This year, we aim to forge stronger 
ties between students of all years and 
with our alumni wing, while increasing 
outreach to freshers coming from non-
traditional routes of study in Singapore. 
We are particularly keen to introduce 
more specialist events catering to our 
dental student members who, though 
a minority, have increasingly proven 
an outsized presence and an integral 
part of our society. To support these 
initiatives, we will seek new partnerships 
with external sponsors and healthcare 
stakeholders. Finally, even as we seek to 
restore a sense of “normality”, we remain 
deeply cognisant of those still affected by 
the manifold challenges of COVID-19 and 
will continue providing career and social 
support to them.

And as the seasons pass 
With the promise of spring, SMSUK looks 
forward to another fruitful year ahead 
with our members and partners. While 
the pandemic is not yet over, there is 
good cause for a tentative, watchful 
optimism even as we continue exercising 
caution, adaptability and empathy in 
these uncertain times. The Scottish have 
a useful saying, “n’er cast a clout till May 
is out”; that is, a prescient warning not 
to pack away the winter jackets till the 
ambling hawthorn trees have flowered 
in May. The life cycle of any organisation 
is marked by continuous evolution, 
attesting to the reiterative interplays of 
change and continuity. As the seasons 
continue passing us by, SMSUK will 
continue to anticipate and learn from 
unforeseen exigencies as we prepare for 
the upcoming slew of summer events. We 
hope to see you there! 

Legend

1. Lilac blooms lining the site of the ancient 
Aldgate (London, UK)

2. SMSUK’s Annual Dinner 2022 (London, UK)

3. The SMSUK-MMI Annual Conference 2022 (online)

with our signature Annual Dinner, a 
black-tie event held in London, and the 
Annual Conference, hosted online in 
collaboration with Malaysian Medics 
International (MMI). Indeed, this year’s 
conference theme, “Uncharted: A Beacon 
in the Storm”, has proven a fitting 
metaphor for the complex exigencies of 
our emerging post-pandemic world.

Medicine and dentistry in a 
globalised world: looking to the 
year ahead 
While COVID-19 has indeed produced 
unprecedented disruption, it has also 
accelerated long-standing trends 
towards globalisation. With the advent of 
remote-working technologies alongside 
a resurgence of international travel, the 
world is becoming smaller than ever 
before. This means that more people will 
come to identify with our community 
through shared experiences regardless 
of their cultures or countries of origin. 
SMSUK is committed to welcoming these 
unique individuals into an inclusive 
and close-knit community, supporting 
our members’ welfare and career 
development through cogent, relevant 
and accessible initiatives. Therefore, to 
facilitate greater participation across 
different segments of our society, we have 
implemented robust feedback systems 
and restructured the committee to better 
represent dental and preclinical students.

Spring augurs a time of renewal and 
opportunity; that is, as a forerunner 
of new undertakings still very much 
over the horizon. Amid these openings 
and challenges emerging from the 
pandemic, and building on the legacy 
of our predecessors, the 28th Executive 
Committee aspires to take the society 
to greater heights. With over 20 events 
in the pipeline, extensive transnational 

Shey-Lynn reads dentistry 
at King’s College London 
and is the 28th President 
of SMSUK.

Timothy reads medicine 
at King’s College London 
and was the 27th 
President of SMSUK.

Sammi reads medicine  
at The University of 
Manchester and is the 28th 
Vice-President (Media & 
Communications) of SMSUK.

Ping Jing reads medicine 
at the University of 
Cambridge and is the 
28th Vice-President 
(Events) of SMSUK.

Gabriel reads medicine 
at Barts and The London 
School of Medicine and 
Dentistry and is the  
28th Editor at SMSUK.
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We commemorate the life of A/Prof 
Loong Si Chin – who passed on Vesak Day, 
15 May 2022 – a foremost physician in 
clinical neurology, beloved doctor,  
and dedicated teacher in neurology 
to countless medical students and 
neuroscience graduates.

Dr Loong was born in Seremban, 
Malaysia in 1936 and studied medicine in 
Singapore after the war. He worked as a 
medical officer at the Institute of Mental 
Health (then known as Woodbridge 
Hospital), before going to Sydney, 
Australia to train in neurology under Prof 
James W Lance.

Returning here, he worked under Prof 
Seah Cheng Siang at Singapore General 
Hospital, later at Toa Payoh Hospital (then 
known as Thomson Road Hospital), and 
then at Tan Tock Seng Hospital (TTSH).

Being grounded in the basics of 
neurophysiology, he was able to teach 
clinical neurology as a science and not 
as a mysterious art with mystical signs 
and reflexes. This brought in a new era of 
neurology teaching for many of us, despite 
the fact that there were no CT scans until 
1977 or MRIs until 1980 in Singapore. 

An excellent teacher, Dr Loong enabled 
us to elicit a good history, to conduct 
a sound neurological examination, to 
reach a clinical diagnosis and work with 
an appropriate view of management. 
Totally devoted to teaching, he would 
take extra hours after work to teach family 
physicians and neurology residents on 
diseases and lesions in the central nervous 
system in a clear and simple way. 

I remember two such sessions:

1. Lessons in gait disorders where  
Dr Loong would mimic the walk of a 
hemiplegic patient, the shuffling gait 

Text by Dr James CM Khoo, Founding Chair, 
National Neuroscience Institute

of Parkinson’s disease, the waddling 
gait of muscle disorders, that of gait 
dyspraxia as with hydrocephalic 
patients, and others.

2. 15 minutes in cerebellar disease, 
where he would differentiate 
(a) midline vermis lesions with truncal 
ataxia from (b) lateral cerebellar 
or neo-cerebellar lesions with its 
dysmetria and past-pointing signs.

Besides being a role model in teaching, 
Dr Loong was also an extremely caring 
and courageous physician. Once, in 
the early 1970s, a hospitalised medical 
colleague developed “paraesthesia” 
in some limbs and some respiratory 
irregularities after recovering from 
treatment of a subdural haemorrhage. 
Undeterred, Dr Loong and a few 
of us unscrewed the quarter-ton 
electromyography machine from the 
walls of the ground floor office of TTSH 
and hauled it up on a Sunday to the 
third floor ICU despite objections from 
the head of department. Luckily, we 
were proven right that the patient had 
developed Guillain-Barre syndrome. 
Otherwise, in those days, our careers 
could have been at risk.

When the government established the 
National Neuroscience Institute (NNI) in 
1999, Dr Loong was one of its founding 
board members. He continued to serve on 
the board for some time and helped steer 
its development into sub-specialisations 
and basic research along with the 
founding director, Dr Richard Johnson, 
from John Hopkins University. 

Besides clinical teaching, Dr Loong 
published important papers in the 
field of electrophysiology, especially in 
carpal tunnel syndrome. I remember his 
delight on a recently published paper in 

A/Prof Loong Si Chin was a recipient of the 
SMA Merit Award in 2015.

Neurology Asia with A/Prof T Umapathi 
of the NNI on abnormal hyperreflexia 
of finger jerks, an extremely simple yet 
invaluable sign of cervical myelopathy. 

Dr Loong also showed us what a 
devoted family man could be. His wife 
and muse Liew Ping has received a flower 
every week since their courting days, and 
he never missed an annual trip back to 
Malaysia during the Qing Ming festival to 
pay respects to his parents’ tombs. 

Finally, even late in private practice, 
Dr Loong still continued his faithful two 
half-day teaching sessions at the NNI, only 
stopping when ill health struck. 

Dr Loong’s passing signifies the 
passing of an era. Let us hope that some 
of us will follow in his footsteps and 
emulate his lasting, significant legacy. 

A/PROF LOONG SI CHIN
In Memory Of

1936–2022
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TRIBUTE TO
A/PROF LOONG SI CHIN

1

This eulogy was first delivered on 
19 May 2022 at A/Prof Loong Si Chin’ wake. 

So much has been said, by so many, 
on the life of this remarkable man that I 
am unsure what else I can add.

Dr Loong Si Chin was the proverbial 
giant that his small frame belied. A giant 
doctor, a giant teacher and, we know, 
a giant of a husband and father. To 
paraphrase, “Perhaps never in the field of 
Singapore medicine was so much owed 
by so many to one individual”.

He told me once me that he disliked 
travelling overseas for academic meetings 
and to teach, because he would often feel 
lonely in the airport lounges and hotels 
without the company of his dear wife. 

Dr Loong, you need not have worried! 
Your neurology “gospels” have been 
carried far and wide by your disciples 
to a large body of neurologists in many 
corners of the world, and to the benefit 
of a multitude of patients.

You do not have to take my word,  
Dr Loong. You now have a better vantage 
point! From your heavenly perch and 

global view, you can see for yourself; 
doctors in far-flung hospitals using 
jargon and bedside clinical innovations 
that you have invented. Doctors in 
regions far removed – from Malaysia 
to Myanmar, Kenya to the Philippines, 
the US to Vietnam, India to UK, Laos to 
Pakistan, to name just a few.

You can also witness the employment 
of your “magical” tweaks to clinical 
methods, for example the proper 
elucidation and interpretation of 
pyramidal signs such as Babinski, 
superficial abdominal, and jaw reflexes. 

You may hear these doctors using 
your humorous mnemonic that simplifies 
the brain anatomy of the III cranial nerve: 
“The superior master learns from an 
inferior pupil.” 

And you will be pleased to know that 
seniors in these hospitals, influenced by 
your teachings, admonish medical students 
when they mistakenly twirl the wrist while 
eliciting cog-wheel rigidity of Parkinsonism, 
or wrongly ask patients to invert their feet 
when testing for foot drop. 

Teaching was indeed Dr Loong’s 
life-passion. In his last weeks, he told his 
palliative physician that his last wish was to 
return to teaching, “even if it is for half day”.

Maybe because I lost my father when 
I was very young, it was natural for me 
to adopt Dr Loong as my professional 
“father”; and as in all healthy paternal 
relationships, we often used to disagree 
and enjoyed the challenge of an 
academic joust. 

In only one instance did it become a 
little awkward, when I lost my cool and 
started arguing with him impertinently in 
front of a visiting faculty; and invariably it 
had to be over a clinical finding! Thanks to 
the timely counsel of my good colleague, 
Dr Lin, I quickly realised my folly and 
apologised to Dr Loong, albeit only after 
the meeting. 

I sincerely hope you have forgiven me 
for this trespass, Dr Loong. But you must 
agree, one fight in a 30-year relationship is 
not too bad.

Of course, we had many good times. 
Because he knew of my love for food, he 
often shared his delicious but compact 
lunch with me. We both loved audiophile 
music reproductions, and we spent many 
hours enjoying the technical and artistic 
merits of good recordings.

However, the poignancy of our close 
personal and professional relationship was 
laid bare by the cruel circumstances of his 
recent illness.

On the day after he was first 
diagnosed to have cancer, he rang and 
requested politely for me to come to his 
hospital room at Tan Tock Seng Hospital 
(at that time I was posted to National 
Centre for Infectious Diseases).

Text by A/Prof Umapathi Thirugnanam, Senior Consultant, Department of Neurology, 
National Neuroscience Institute
Photos by A/Prof Loong’s family
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Captain

In this regard Dr Loong, is CAPTAIN.

Not of an average boat;

A ship charting rough uncharted waters.

Drawing maps that guide ships.

Counsels on hidden reefs, submerged ice;

Dangers real and legendary.

And in a deadly storm,

As all hands are on deck,

Courage to

Pilot through a difficult harbour;

To find a solaced pier

Comes from Captain.

Yet his charts are also filled with

Mapped destinations of

Pristine sunny beaches,

Life-filled reefs,

Bountiful fruit;

For the tired deck-hands to relish

And

Love the sea

Hormat Pemimpin!

Uma

“He who studies medicine without books

Sails an uncharted sea

But he who studies medicine without patients

Does not go to sea at all” – William Osler

He then did two things that blew 
me away.

1. He handed me a handwritten 
paper declaring his end-of-life 
care statement; for me to keep and 
help his medical team implement 
at the appropriate time. It stated 
his wish for a dignified exit if his 
condition worsened.

2. He then took out his laptop and 
transferred all his beloved teaching 
files, many gigabytes of them, from 
his laptop to mine.

Dr Loong, I came not to say goodbye, 
but to celebrate your life that will indeed 
live on in eternity. I shall therefore end 
with your last words to me. In an attempt 
to encourage my nascent work in under-
resourced regions, you decided to read me 
your favourite prose, which I believe was 
introduced to you, at a very joyous occasion, 
by your beloved granddaughter.

It is by the novelist and human rights 
activist Arundhati Roy.

“The only dream worth having is to 
dream that you will live while you are 
alive, and die only when you are dead. 
To love. To be loved. To never forget your 
own insignificance. To never get used 
to the unspeakable violence and the 
vulgar disparity of life around you. To 
seek joy in the saddest places. To pursue 
beauty to its lair. To never simplify what 
is complicated or complicate what 
is simple. To respect strength, never 
power. Above all, to watch. To try and 
understand. To never look away. And 
never, never to forget.” 

Legend

1. A/Prof Loong Si Chin and Mrs Loong,  
life partners for 60 years

2. Inspiring generations of doctors
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Improving Our Care 
of Patients with 
Cardio-Metabolic Disorders
Date: 10 September 2022, Saturday
Time: 1 pm to 5 pm
Venue: Camden Medical Centre
No. of CME Points: 2  
(pending Singapore Medical Council’s approval)

In Singapore, we are witnessing patients who live longer 
but have to cope with increasing amounts of comorbidities. 
Primary care practitioners will continue to play a critical role 
in the healthcare of Singaporeans as we add life to the years 
of our patients and their loved ones. 

In our first in-person SMA GP symposium since the 
COVID-19 pandemic, we look to bring together medical 
practitioners to exchange cardiovascular knowledge and 
passion to empower each other. In this event, we will learn 
to harness modern techniques to navigate these medical 
challenges and bolster our patients on their path to stay 
healthy via lifestyle interventions. 

We look forward to meeting you in person!

Sponsors:

To register, please scan QR code 
or visit our website.

For more information, please call 
Spencer at 6540 9196 or email 
cme@sma.org.sg

Time Topic Speaker

1 pm

1.50 pm 

 
2 pm 
 

2.30 pm 
 

 
3 pm 
 

3.30 pm 
 

 
4 pm 
 

4.30 pm

5 pm

Registration/Lunch

Welcome 
 

Challenges in managing 
cardio-metabolic syndrome 
in our local population

Anticoagulation in atrial 
fibrillation (AF) patients with 
diabetes and chronic kidney 
disease (CKD)

Is there a role for aspirin 
primary prevention in 
cardio-metabolic syndrome?

Exercise prescription in 
patients with cardiovascular 
risk factors 

Dietary fads: are they for real? 
 

Questions and Answers

Closing

Dr Colin Yeo 
Senior Consultant, 
Changi General Hospital

Dr Lim Choon Pin 
Cardiologist,  
Mount Elizabeth Hospital

TBC 
 
 

Dr Jason See 
Senior Consultant,  
Changi General Hospital

Dr Tan Swee Yaw 
Senior Consultant, 
National University 
Heart Centre Singapore

Ms Debbie Thong 
Senior Dietician,  
Changi General Hospital

Dr Colin Yeo 
Senior Consultant,  
Changi General Hospital

A member of Dexa Group



Speaker Topic of discussion

Dr Lee Phong Ching
Senior Consultant, Department of Endocrinology, 
Singapore General Hospital

Overview of obesity and diabesity and 
their medical management

Dr Aung Myint Oo
Senior Consultant Surgeon, Department of 
General Surgery, Tan Tock Seng Hospital (TTSH)

Updates of surgical managements of 
obesity and diabesity

Dr Julian Wong
Senior Consultant, National University Hospital

Prevention and management of vascular 
conditions in obesity and diabesity

Ms Vicky Chan
Senior Dietician, Nutrition and Dietetics 
Department, TTSH

Role of a dietician in the management 
of obesity and diabesity

Ms Jolyn Ee
Senior Physiotherapist, Department of 
Physiotherapy, TTSH

Role of exercise in obesity and diabetes

Mr Adrian Toh
Clinical Psychologist, The Psychologist

Role of a psychologist in managing 
patients with morbid obesity

Fighting Against

Obesity
Diabesity
Together

and

World Obesity Day is observed on 
4 March and the theme for 2022 was 
“Everybody Needs to Act”. In line with 
this, SMA organised a webinar titled 
“Fight Against Obesity and Diabesity” 
for primary healthcare professionals 
on 19 March 2022. The webinar was 
supported by Novo Nordisk and Bayer, 
and it drew a total of 176 participants. 
Speakers and the topics covered during 
the webinar are listed below. Also 
presented are some general information 
on the multidisciplinary management 
of obesity and diabesity for our fellow 
colleagues’ reference. 

Global twin epidemics 
Obesity and diabetes are both global 
issues and they are widely regarded as 
twin epidemics worldwide. 800 million 

people around the world are living with 
obesity, and those with obesity are 
twice as likely to be hospitalised if they 
contracted COVID-19. Childhood obesity 
is expected to increase by 60% over 
the next decade, reaching 250 million 
by 2030.1 Worldwide obesity has nearly 
tripled since 1975, and most of the world’s 
population live in countries where being 
overweight and obese kills more people 
than being underweight.2

537 million adults (one in ten) were 
living with diabetes in 2021. This number 
is expected to rise to 643 million by 2030 
and 783 million by 2045. Almost one in 
two adults (44%) with diabetes remain 
undiagnosed (240 million). The majority 
have type 2 diabetes. 541 million adults 
are at increased risk of developing type 
2 diabetes. Diabetes caused 6.7 million 

deaths in 2021 and was responsible for at 
least $966 billion in health expenditure 
in that year – 9% of the global total spent 
on healthcare.3,4 Obesity and diabetes 
are significantly linked to each other 
and thus the term diabesity (diabetes + 
obesity) was coined to correctly describe 
the metabolic syndromic effects of the 
combined health conditions.

The World Health Organization (WHO), 
as well as international medical and 
science societies have regarded obesity as 
a chronic progressive disease since 2013. 
Due to its progressive nature with high 
impacts on the well-being of both the 
individual and society, lifelong treatment 
and control is required for obesity.

Classes of obesity 

According to WHO, overweight and 
obesity for adults are defined as follows:

• Overweight is a body mass index (BMI) 
of greater than or equal to 25 to 29.9 
(greater than or equal to 23 to 27.4 
for Asians).

• Obesity is a BMI greater than or equal 
to 30 (greater than or equal to 27.5 
for Asians).2

• BMI 30 to 34.9 (27.5 to 32.4 for 
Asians) is classified as Class 1 
Obesity; BMI 35 to 39.9 (32.5 to 37.4 
for Asians) as Class 2 Obesity; and 
Class 3 Obesity if BMI is greater than 
or equal to 40 (37.5 for Asians).

Obesity and health impacts 

People with obesity are at increased 
risks of various health conditions 
compared to those with a healthy 
weight. The risks include:

• All-causes of death (mortality)

• High blood pressure (hypertension)

Text by Dr Aung Myint Oo @ Ye Jian Guo
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• High low-density lipoprotein  
cholesterol, low high-density  
lipoprotein cholesterol, or high  
levels of triglycerides (dyslipidaemia)

• Type 2 diabetes

• Coronary heart disease

• Stroke

• Gallbladder disease

• Osteoarthritis

• Sleep apnoea and breathing problems

• Many types of cancer

• Low quality of life

• Mental illness such as clinical  
depression, anxiety and other  
mental disorders4,5

• Body pain and difficulty with  
physical functioning5

Obesity/diabesity management
The goal of therapy is to prevent 
and treat the obesity and its related 
complications and improve the quality 
of life. The goal can be achieved by a 
multidisciplinary approach including 
diet, exercise, behavioural therapy, 
pharmacotherapy and surgery. Health 
benefits have been reported with weight 
loss of as little as 5% body weight. With 
lifestyle measures alone, weight loss of 
5% to 7% can be achieved; however it 
is often difficult to maintain in the long 
term. With the help of pharmacotherapy 
and behavioural modification, 5% to 
10% of weight loss is considered a good 
response and more than 10% is an 
excellent response. Weight loss goals 
of 30% or more can only be achievable 
with the help of bariatric and metabolic 
surgery. For patients with diabesity, 
metabolic surgery can be considered 
for class 1 obesity patients with poor 
glycaemic control, in addition to lifestyle 
modification and pharmacotherapy.

Lifestyle modifications

Comprehensive lifestyle interventions 
with diet, exercise and behavioural 
therapy with the help of dieticians, 
physiotherapists and psychologists can 
help achieve 5% to 7% weight loss. The 
interventions include a balanced low-fat, 
hypocaloric diet and a minimum of 150 
minutes of exercise per week (such as 
brisk walking). With the improvement 

of exercise tolerance over time, a 
multicomponent exercise training 
programme that includes aerobic and 
resistance training is preferred. With the 
help of behavioural therapy supported 
by clinical psychologists and clinical 
support groups, the goals can be easily 
achievable and sustainable. 

Pharmacotherapy

Pharmacotherapy is an effective and 
helpful adjunct to comprehensive 
lifestyle modifications in obesity and 
diabesity management. Weight loss 
medications can be considered for 
selected patients with BMI >30 (27.5 
for Asians), or BMI >27 (24.5 for Asians) 
with at least one obesity-related 
comorbidity, including type 2 diabetes. 
The decision to initiate pharmacotherapy 
is individualised after considering all 
the risks and benefits. Single agents 
are usually preferred over combination 
medications as initial therapy and for 
most patients, a glucagon-like peptide 
1 (GLP-1) agonist (eg, Liraglutide or 
Semiglutide) is the preferred first-line 
pharmacotherapy in the treatment of 
obesity and diabesity.

Surgical management

Surgical intervention (eg, bariatric 
surgery for obesity, metabolic surgery for 
obesity with metabolic syndrome) can 
achieve as much as a 40% weight loss 
at 12 to 18 months postoperatively with 
long-term weight loss maintenance. In 
a joint statement by the International 
Diabetes Organisations published in 
2016, metabolic surgery is recommended 
for class 3 obesity and class 2 obesity 
with poor glycaemic control while it is 
to be considered in class 2 obesity with 
adequate glycaemic control and class 
1 obesity with poor glycaemic control.6 
Bariatric/metabolic surgical procedures 
are either restrictive, malabsorptive or a 
combination of both. Most commonly 
done surgical procedures worldwide that 
are endorsed by the American Society for 
Metabolic and Bariatric Surgery are sleeve 
gastrectomy, Roux-en-Y gastric bypass, 
adjustable gastric band, biliopancreatic 
diversion with duodenal switch and 
single anastomosis duodenal-ileal bypass 
with sleeve gastrectomy.7 All surgical 
candidates are managed preoperatively 
and postoperatively by a multidisciplinary 

team comprising primary care physicians, 
bariatric physicians, surgeons, dieticians, 
physiotherapists and psychologists. 
With the help of the comprehensive 
multidisciplinary team approach, 
maintained weight loss with healthier 
lifestyle modifications can be 
successfully achieved.

Conclusion
Obesity and diabesity are chronic 
complex diseases and their prevalence 
is increasing yearly. As per this year’s 
theme for World Obesity Day, let us act 
together hand in hand to fight against 
obesity and diabesity. 

Dr Aung is a senior 
consultant surgeon in the 
Department of General 
Surgery and an Assistant 
Chief Medical Informatics 
Officer in Tan Tock Seng 
Hospital, Singapore. He is 
also Chairman of the Chapter 
of General Surgeons, College 
of Surgeons, Academy of 
Medicine, Singapore.
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Text by Sylvia Thay, Assistant Manager | Photos by TriMedSoc Alliance

Thanks to the relaxation of COVID-19 restrictions here in 
Singapore, the SMA and TriMedSoc Alliance were able to 
conduct the SMA 4th National Medical Students Convention 
(NMSC) in person at the National University of Singapore’s 
compound over the long Labour Day weekend. 

The TriMedSoc Alliance includes representatives from 
the three local medical schools’ medical societies, with the 
common goal of unifying and representing the voices of the 
local medical student community. SMA is pleased to work with 
the team in co-organising the SMA NMSC, which seeks to be a 
platform where local medical students can come together to 
gain knowledge and learn from common experiences that will 
help them along in their journeys towards becoming a part of 
the profession.

In line with this objective, this year’s Convention was 
purposefully curated to not only engage medical students, but 
also to provide an avenue for participants to raise queries that 
they may have regarding their careers in medicine. Participants 
were able to select their preferred track out of the three 
available prior to the event day, each featuring a pertinent 
concern of current doctors in training (DITs). 

Participants arrived bright and early on 30 April 2022, 
and the event began with a keynote message delivered by 
Dr Calvin Tjio, a member of the SMA Doctors-in-Training 
Committee. This was followed by a panel discussion with three 
junior doctors who shared openly with the attendees their 
ups and downs in the pursuit of medicine, and two afternoons 
featuring a multitude of electives and workshops each tailored 

THE CHALLENGES OF TOMORROW

to the topic of concern. The experience was further enhanced 
with the support of digital aids such as live streaming over 
Telegram, submitting questions and feedback via the Slido 
platform, and live polling functions. This integration of digital 
tools was employed throughout the Convention, reflecting the 
digital age and time that doctors and patients live in today. 

The two-day event presented medical educators, doctors 
and students with the opportunity to delve into challenges that 
the profession faces, whether in school or in the workplace. The 

OvercomingOvercoming

1
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feedback and outcomes derived from the respective tracks will 
be collated and shared with the relevant parties to allow the 
voices and concerns of the young attendees to be heard.

Aside from the above-mentioned sessions, many 
opportunities were also intertwined in the programme to allow 
students from the respective medical schools to mingle and 
interact organically. These opportunities included conversation 
prompts over lunch, ice breakers and the much-awaited social 
night on 1 May, where students enjoyed acai bowls, pizzas 
and the chance to win lucky draw prizes including the grand 
prize – Apple Airpods. This helped to create opportunities 
to foster meaningful interactions between students across 
the three medical schools, who will come to be colleagues 
upon graduation. 

With much joy and laughter, the two-day SMA NMSC 
came to a close with insights gained, new friendships 
formed and much food for thought. We would like to thank 

all the participants who joined in the Convention, both 
on-site and online, for making this event an impactful one, 
and even more so to the TriMedSoc Alliance’s Organising 
Committee who poured in so much time and effort despite 
their busy curriculum. 

Last but not least, we thank the following medical educators 
and professionals who made time over the precious long 
weekend to meet and speak with the participants. 

Till the next instalment of the SMA NMSC! 

Legend

1. Participants registering and collecting their goodie bags

2. Telegram publicity of the three tracks available

3. Doctors in training sharing their personal journeys in medicine

4. Participants engaging in a workshop discussion

5. Group photo of the medical students at the SMA NMSC

3

NMSC 2022 saw the coming together of medical students from 
across the three local medical schools in Singapore to talk and learn 
about issues that concern them deeply both now and in the future. 

We are thankful to have brought NMSC back and look forward to 
medical students continuing to rally around issues they care about!

“

”

5
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Dr Calvin Tjio

Dr Faith Choo

A/Prof Lau Tang Ching

Dr Lai Siang Hui

Dr Irene Lee

Dr K Sri Karpageshwary

Dr Ju Wei

Dr Lee Jun Jie

Dr Joseph Leong

Dr Haidah AK

Dr Clement Sim

Mr Emmanuel Tan

Dr Raihan Jumat

A/Prof Malcolm  
Mahadevan

Dr Derrick Lian

Dr Shang Lei

Dr Jade Kua

– Caitlin O’Hara, President of NUS Medical Society 
and Chairperson of the TriMedSoc Alliance.
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Experience it today at 
https://www.sma.org.sg/news 
or scan the QR code.

Conveniently access and share the 
latest articles anywhere, any time 
with mobile-compatible webpages. 

On-the-go accessOn-the-go access

Search with keywords or click on 
keyword tags to locate similar articles.

Interested in specific topics?Interested in specific topics?

Choose which article to read, or go 
cover-to-cover with easy navigational 

buttons after each article

Read the latest issueRead the latest issue

With a new look and feel, access what you need with just a click.

Wine Menu

Champagne
Bollinger Grande Annee 2014 

White 
St Aubin 1er Cru En Montceau Domaine 

Larue 2019
Pernand Vergelesses 1er Cru Fretille 

Domaine Rapet 2018
Red 

Gevrey Chambertin 1er Cru La Perriere 
Heresztyn-Mazzini 2019

Vosne Romanee 1er Cru Les Chaumes 
Michel Noellat 2018

Volnay 1er Cru Clos des Chenes 
Domaine Delagrange 2017 

Dessert Wine
Chateau Tirecul-la-Graviere Cuvee 

Madame 1997

Dinner Menu
Starters

Fried Chicken Cartilage & Roast Pork 
Main Courses

For Whites: Fried Milk,  
Steamed Cold Prawn

For Reds: Kai Lan with Chinese 
Sausage and Liver Sausage, Roast Duck, 

Baked Pork Rib, Fried Rice with Crab 
Meat and Preserved Olives

Dessert
Sponge Cake, Osmanthus Jelly 

and Fruits

Dinner Menu

The recent event held on 17 May 2022 is a 
significant one in the history of the SMA 
Wine Appreciation Chapter calendar for 
two reasons:

1. It is the first time that such an 
event has been organised since the 
pandemic began, thanks to the official 
easing of COVID-19 restrictions in our 
country, allowing large gatherings for 
social activity in an indoor setting.

2. The SMA Wine Appreciation Chapter 
has been officially renamed as the 
SMA-NK Yong Wine Appreciation 
Chapter in memory of our pioneer 
patron, the late Dr NK Yong who 
passed on last year.

There were 38 participants in total for 
the event. As expected, the event was fully 
subscribed to as face-to-face gatherings 
of this size have been non-existent for the 
past two years and everyone was looking 
forward to the in-person interaction over 
good food and wine.

The venue for the evening was Jade 
Palace Seafood Restaurant, one of the 

most sought-after establishments for 
fine Cantonese cuisine. The starter of 
Champagne Bollinger Grand Annee 2014 
set off the evening with anticipation 
for greater things to come. Claret-E was 
the wine supplier for the evening and, 
in keeping with the theme of Burgundy 
wines, did not disappoint with a lovely 
flight of five different wines (two whites 
and three reds). The managing director of 
the company, Mr Guy Butterwick, flew in 
from London just in time to join the dinner 
and to expound on the wines that were 
showcased for the dinner. 

To make the evening even more 
memorable, a blind tasting competition 
of the five wines was organised and each 
participant was to match the wines to the 
predetermined tasting notes provided by 
the organisers. The competition created 
lots of buzz, laughter and banter as 
everyone was in full debate over the wines 
tasted. Opinions flowed ceaselessly as the 
wines were slowly and steadily consumed. 
At the end, it was a close finish with a tie 
breaker to determine the winner, who 
walked away with a bottle of Bollinger 
champagne. The food and wine pairing 
were carefully planned and well executed 
with nothing left to chance, ensuring that 
the standards expected of the post-
COVID-19 inaugural wine dinner were 
attained, perhaps even surpassing those 
held before the pandemic. Finally, a sweet 
ending showcased the exquisite dessert 
wine Cuvee Madame 1997 by Chateau 
Tirecul-la Graviere.

It was a fitting conclusion to the long-
awaited wine dinner, with participants 
eagerly waiting for the next one to be held 
on 27 July 2022, featuring Italian wines. Do 
look out for future broadcasts! 

Wine
Appreciation Chapter

SMA-NK YONG

A/Prof Chin is Senior 
Consultant at the 
Department of Hand 
and Reconstructive 
Microsurgery, Singapore 
General Hospital. He is a Life 
Member of the SMA and, 
notably, was Chairman of 
the SMA Wine Appreciation 
Chapter from 2012 to 2017. 
He is into food and wine 
pairing and loves travelling.

Some of the happy and satisfied diners

Winner of the blind tasting competition

Text and photos by A/Prof Andrew Chin
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RECENT TESTIMONIAL FROM DR ONG
Prunella is trustworthy, enthusiastic and always striving to perform her best for 
her clients at all times, even during odd hours. I can vouch for her integrity and

reliability in providing the best service for her client.

ROOM RENTAL / LEASING 
/ ASSIGNMENT / SELLING
Find out how I can partner you to 

CASH OUT from your 
existing practice when you RETIRE.

With my tried and trusted negotiation skills, plus 
a dynamic and proven success model, I have 
concluded numerous successful sale, purchase, 
lease and assignments of clinics/practices 
throughout the whole of Singapore. My varied 

are central to my ability to deliver the best results 
for my clients. Having come from a medical 
background, I am fully attuned to my client’s 
requirements, and fully mindful of the need to 
retain confidentiality and to work in an open but 
ethical manner. I will always strive to deliver the 
best possible outcome in the shortest time 
possible. My clients are always my top priority in 
any transaction. I look forward to being able to 
serve you, so just give me a call or send me a 
message to get the ball rolling.

LATEST NEWS!
Specialist Clinic
Almost sold! 1 & only 
FH clinic at Glen for sale.

GP Clinic for takeover
Clinic at George Road 
and AMK for sale.

Prunella Ong Lay Foon
ERA Senior Marketing Director
CEA No.: RO26368D

9626 7607

Singapore Clinic Matters Services: Singapore’s pioneer 
clinic brokers. We buy and sell medical practices & 
premises and also provide other related clinic services 
too. Yein – 9671 9602. View our full services & listings 
at https://singaporeclinicmatters.com.
Connexion 560/780 sqft for rent. Enquiries for rent/sale 
of Mt Elizabeth Orchard/Novena, Gleneagles, Royal Square, 
etc are welcome. Housing88 (Real Estate Agency Licence 
No.L3009248H), selling/renting medical clinics since 2001. 
Call Sam Yeo at HP: 9696 9713.

Seeking resident doctor to expand our clinic in the East 
side of Singapore. Partnership details to be discussed face-
to-face. Interested parties please WhatsApp 9022 2230.
We are a small GP group looking for resident doctors 
to join us. We offer a monthly salary of more than $14,000 
with attractive benefits and performance-related 
incentives. Interested candidates, please email us at 
wenrui_1@hotmail.com or sms us at 9765 1525.
Seeking Resident & Telemed Doctors (Full-time/Part-time) 
- The iCLINIC is an innovative Medical and Wellness Group, 
seeking Resident Doctors & Telemed Doctors to join us! 
Interested doctors, please text Dr Hardie at +65-9670 4825 
or send your CV to drbhardie@gmail.com.

MISCELLANEOUS
VPL with 610 and 530 handpieces $3,000; Multi Color Led 
$500; Daeshin IDS R2PL $12,000. Other used equipment 
are available. All equipment comes with 3 months warranty 
(except wear and tear). Enquire or interested, please email: 
drbcng@gmail.com.






